Data Protection &
Privacy

Data Protection:
outside of the EU
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UK

This article provides an insight into the impact of Brexit, the transition period, and the end
thereof on the data protection regime in the UK.
The UK has formally left the European Union, and is
currently in a transition period which is set to end on 31
December 2020. One of the main questions being asked is
what this change will mean for data protection, and
whether the “GDPR” will remain a feature in business
going forward.

Short Term: GDPR should continue to
apply until 31 December 2020
In the short term, during the transition period, the GDPR
will continue to apply to all UK companies processing
personal data, as it did before exit day. You should
therefore continue to follow existing advice and existing
compliance plans.
You may need to check existing data protection
documentation and contractual provisions for any
required updates, for example, any commitment not to
transfer data outside of the EEA may now need to be a
commitment not to transfer data outside of the EEA or the
UK, if any of your data flows go to or from the UK.

Medium Term
At the end of the transition period, the impact of the UK’s exit from the EU will
depend on the progress of negotiations during the transition period.
If negotiations do not go well, the default position is that the GDPR will be brought
into UK law, ensuring equivalence with the GDPR and therefore in theory protecting
the flow of data across borders, even if no deal is reached. Formally, an adequacy
decision from the European Commission would be made, and is not guaranteed.
Parliament has passed The Data Protection, Privacy and Electronic Communications
(Amendments etc) (EU Exit) Regulations 2019, which make technical amendments to
the GDPR applicable to a UK-only context which will apply from the end of the
transition period.
If you are a UK business which is already compliant with GDPR and which has no
customers or contacts in the European Economic Area (“EEA”), following the end of
the transition period, you should be compliant with applicable UK legislation.
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However, there have been reports that there may be a re-writing of the UK’s data
protection laws. In particular, the Prime Minister’s advisor, Dominic Cummings, is
reported to be keen to make changes to the legislation,[1] which may mean that the
UK’s data protection legislation will differ from the protections of the GDPR after
the end of the transition period. This could influence whether there will be an
adequacy decision, or it could be significantly delayed. If no adequacy decision is
made, businesses may need to amend their current contracts in order to continue
data transfers. Please see below section on “International Data Transfers” for more
detailed information.
If you are a UK business that receives personal data from contacts in the EEA, you
will need to take extra steps to ensure that you can still receive such data.
If you are a UK business with an office, branch, or other presence in the EEA, or
you have customers in the EEA, you will have to comply with both the UK and EU
legislation. You may have to appoint a European Representative.
EUROPEAN REPRESENTATIVES
If your company has no offices, branches or other establishments in the EEA, but
you offer goods or services to individuals in the EEA, or monitor the behaviour of
individuals in the EEA, it is likely you will need to appoint a representative based in
the EEA.
A European representative should be based in one of the EU Member States in
which the individuals whose personal data you are processing are based. It can be
an individual, or a company or organisation, and must be able to represent you
regarding your EU GDPR obligations.
The details of your European representative should be given to any EEA-based
individuals whose data you are processing.
The ICO has issued guidance on the appointment of European representatives,
which can be found on their website.
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INTERNATIONAL DATA TRANSFERS
Transfers from the EEA to the UK
As of exit day, the UK is a “third country” under the GDPR, which means personal
data from the EEA will only be able to be transferred to the UK in three scenarios:
(i) If the European Commission issues an adequacy decision (where the European
Commission confirms that the UK offers an adequate level of data protection);
(ii) If appropriate safeguards are in place (such as EU standard contractual clauses
– see below);
(iii) Based on approved codes of conduct (none have been agreed at the time of
writing); or
(iv) Certification under an approved certification mechanism together with binding
and enforceable commitments on the receiver outside the EEA (none have been
agreed at the time of writing).
It is likely that the European Commission will issue an adequacy decision in respect
of the UK, as it is implementing the equivalent of GDPR in UK legislation. However,
this would require an assessment process the outcome of which is not guaranteed,
and any such process may take some time. Therefore, if you transfer data from the
EEA to the UK, you will need to ensure that you implement a mechanism with
appropriate safeguards to enable the transfer of personal data from the EEA to the
UK (also covering onward transfers from the UK to another third country).
The GDPR sets out several mechanisms that controllers or processors can
implement, such as (i) legally binding and enforceable instruments between public
authorities or bodies; (ii) binding corporate rules; and (iii) standard contractual
clauses adopted by the European Commission ("SCCs"). There are several sets of
SCCs approved (which should be used depending on whether the data exporter is a
controller or a processor).
The arrangements that are most widely used are the SCCs, EU-approved terms
(with several schedules that need to be comprehensively and accurately filled in,
which typically require careful consideration). The body of the SCCs must be used
exactly as provided (as they would otherwise be deemed ad-hoc contractual
clauses which would require a prior authorisation). However, the SCCs may be
included in a wider agreement with additional clauses, provided they do not
contradict, directly or indirectly, the SCCs.
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Transfers from the EEA to the UK
The Data Protection, Privacy and Electronic Communications (Amendments etc) (EU
Exit) Regulations 2019 mean that the UK GDPR will apply to controllers and
processors based outside of the UK if their processing activities relate to (i) offering
goods or services to individuals in the UK; or (ii) monitoring the behaviour of
individuals taking place in the UK.
Under the UK regime, you should be able to continue transferring data from the UK
to the EEA, or processing UK data under the UK adequacy regulations, but data
protection documentation and contracts will require updating to reflect these
transfers.
Transfers from the UK to countries outside the EEA
Businesses which transfer data from the UK to other countries (not the EEA) under
the GDPR should be able to continue with existing processes, as, at present, UK
legislation imposes the same duties for third country transfers. If the proposed
reforms referred to above are implemented, this may not be the case.
Where the transfers are between the US and the UK, businesses should be mindful
that the EU/US 'Privacy Shield' agreement has been declared invalid by the EU
Courts. Sufficient safeguards should therefore be included in the contracts and
other documentation for such transfers.
PRIVACY AND ELECTRONIC COMMUNICATIONS REGULATION ("PECR")
PECR rules will continue to apply, as they are set out in UK legislation, albeit being
derived from EU laws. The EU’s new e-privacy regulation, which has not yet been
finalised, will not apply to the UK (unless Parliament enacts equivalent legislation).
NETWORK AND INFORMATION SYSTEMS ("NIS") RULES
NIS rules will also still apply as they are in UK statute, despite deriving from EU
laws. Following the transition period, a UK-based digital service provider which
offers services to the EU may need to appoint a European representative in relation
to NIS rules.
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FREEDOM OF INFORMATION ("FOI") REGIME
The Freedom of Information Act 2000 will still apply, as it is UK legislation; all FOI
requests will continue to have effect.

Long Term
In the long term, however, we can expect changes. In particular, the Prime
Minister, Boris Johnson, has indicated that the UK will diverge from EU data
protection rules,[2] and, as referred to above, specifically it appears his advisor,
Dominic Cummings, has plans to reform the UK's data protection legislation.
It is not yet clear what form these changes may take. Businesses should ensure that
they take note of any future reforms.
[1] Daniel Boffey, "Dominic Cummings' data law shake-up a danger to trade, says
EU", The Guardian, 25 September 2020
[2] Samuel Stolton, “UK to diverge from EU data protection rules, Johnson Confirms,
Euractiv.com, 4 February 2020

Recommended Actions
Ensure you are currently in compliance with GDPR.
Review your contractual documents with partners to check for provisions which
prohibit processing outside of the EEA.
Assess your data flows and identify whether, following the transition period, you
will be transferring data to the UK from the EEA or from the UK to the EEA.
Consider whether your data protection documentation, such as privacy notices,
need updating to reflect the UK’s departure from the EU.
Review ICO guidance.
Let us know if you have any questions.
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